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Introduction

This document represents a manual on how to install and use ANDi SDK.

ANDiI SDK is the portable lightweight ANDi software development kit. This kit comes shipped
with python library that allows the use of ANDi scripting API directly from python 3.

Requirements

ANDi SDK is portable, it can be used on both Windows and Linux machines.
Before running ANDi SDK, the following requirements need to be met:

o .NET 6 runtime: responsible for running ANDi library files (Dlls)
o CodeMeter: responsible for the handling of the licensing for ANDi SDK
o Npcap or WinPcap (Windows specific): responsible for hardware and packet handling

ANDi SDK also uses Python.NET library which enables running .NET code from python
runtime. This library is installed automatically when installing ANDi SDK, so an internet
connection is needed during packager installation.

Note: ANDi SDK is not functional on virtual machines.
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Redistributables for Windows system

Installing .NET

1- Download .NET runtime for windows from https://dotnet.microsoft.com/en-
us/download/dotnet/6.0 (you can use any version you like)

2- Run the downloaded executable

3- Follow the steps in the installer, click on install

ﬁl Programme d'installation de Microsoft MET Runtime - 6.0.5 (x84) — X

Microsoft .NET Runtime - 6.0.5 (x64)

Runtime .NET

Le runtime .MET vous permet d'exécuter les applications .MET sur votre ordinateur
Windows. .MET est open source, multiplateforme et pris en charge par Microseft. Mous
espérons que vous I'apprécierez |

En cliquant sur Installer, vous acceptez les conditions suivantes.

Déclaration de confidentialité

Informations de licence pour MET

Glnstaller Ferrner
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4- Wait for the installation to be concluded and close the installer

‘_ﬁl Programme d'installation de Microsoft JMET Runtime - 6.0.5 (x84) — X

Microsoft .NET Runtime - 6.0.5 (x64)

Installation réussie

L'élément suivant a &té installé sur

- Microsoft .MET Runtime - 8.0.5 (x64)

Ressources

Documentation

Motes de publication

Tutoriels
. N ET Télémétrie NET

Ferrner

Installing CodeMeter

1. Download CodeMeter User Runtime for Windows from

https://www.wibu.com/support/user/user-software.html

2. Runthe downloaded executable

3. Follow the steps in the installer
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ﬁ CodeMeter Runtime Kit v7.40 Setup — d

Welcome to the CodeMeter Runtime Kit
v7.40 Setup Wizard

This will install CodeMeter Runtime Kit v7.40 on your
computer, Click Next to continue or Cancel to exit the Setup
Wizard.

Build 4930

4. Accept the license agreement

#7 CodeMeter Runtime Kit v7.40 Setup — x

End-User License Agreement

Flease read the following license agreement carefully

WIBU-SYSTEMS AG, Karlsruhe, Germany and Wibu-Systems USA Inc., ~
Edmonds, WA, USA

Software License Agreement, Single Use License

CodeMeter and WibuKey Software

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT ("LICENSE")
BEFORE USING THE SOFTWARE. BY USING THE SOFTWARE, YOU

ARE AGEFFING TO BE BOUND BY THE TERMS OF THIS LICENSE. IF

YOU ARE ACCESSING THE SOFTWARE ELECTRONICALLY, SIGNIFY
YOUR AGREEMENT TO BE BOUND BY THE TEEMS OF THIS LICENSE

BY CLICKING THE "AGREE/ACCEPT"” BUTTON. IF YOU DO NOT AGREE
TO THE TEEMS OF THIS LICENSE, RETURN THE WIBU-SYSTEMS W

["]1 accept the terms in the License Agreement

Print Back Cancel
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5. Choose a username and install for all users (Recommended)
45 CodeMeter Runtime Kit v7.40 Setup - X

Installation Scope

Choose the installation scope and folder

User name: P —

Organization: |

() Install just for you (houssem.benali)

CodeMeter Runtime Kit v7.40 wil be installed in a per-user folder and be available
just for your user account,

(@) Install for all users of this machine

CodeMeter Runtime Kit w7.40 wil be installed in a per-machine folder by default
and be available for all users. You must have local Administrator privileges.

6. We could choose to install remote access to web admin and network server for
remote licensing, but it is not recommended, so it’s better to keep the default values
## CodeMeter Runtime Kit v7.40 Setup - 3

Custom Setup
Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

This features installs the CodeMeter
Runtime Kit on your computer.

Metwork Server
WibuShellExtensior
IJser Help

Automatic SErver S| Thic featire requires 75MB on your hard
Remote access to Y| drive, It has 3 of 5 subfeatures selected,

The subfeatures require 26MB on your
hard drive.

Browse...

Reset Disk Usage Back Cancel
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7. Click install and wait for the installation to finish
ﬂ CodeMeter Runtime Kit v7.40 Setup — X

Ready to install CodeMeter Runtime Kit v7.40

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back | Install { | Cancel

8. Click on finish when the installation is completed
ﬁ CodeMeter Runtime Kit v7.40 Setup — >

Completed the CodeMeter Runtime Kit
v7.40 Setup Wizard

Click the Finish button to exit the Setup Wizard.,

Build 4990
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Installing WinPcap/Npcap

Officially, ANDi SDK needs WinPcap version 4.1.3 to run properly, installing Npcap works as
well.

1- Download the WinPcap installer from the website
https://www.winpcap.org/install/default.htm

2- Run the downloaded executable

3- Follow the steps of the installer
i WinPcap 4.1.3 Setup — x

Welcome to the WinPcap 4.1.3
Setup Wizard

This Wizard will quide you through the entire WinPcap
installation,

For more information or support, please visit the WinPcap
home page.

http:/fwww. winpcap.org
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4- Agree to the license agreement
() WinPcap 4.1.3 Setup — *

! t) " License Agreement
'\_, ih caP Flease review the license terms before installing WinPcap 4.1.3.

Press Page Down to see the rest of the agreement.

opyright (c) 1999 - 2005 NetGroup, Politecnico di Torino (Ttaly). s
Copyright () 2005 - 2010 CACE Technologies, Davis (California).

Copyright () 2010 - 2013 Riverbed Technology, San Frandsco (California).

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disdaimer.
2. Redistributions in binary form must reproduce the above copyright notice, this list of  w

If you accept the terms of the agreement, didk I Agree to continue. You must accept the
agreement to install WinPcap 4. 1.3,

< Back Cancel

5- Make sure that WinPcap will start at boot time and Click on Next
(51 WinPcap 4.1.3 Setup — >

4.1.3

| U ) Installation options
\ » dh caP Flease review the following options before installing WinPcap

[~]Automatically start the WinPcap driver at boot time:
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6- Wait for the installation to finish and close the installer
(i) WinPcap 4.1.3 Setup —

Completing the WinPcap 4.1.3
Setup Wizard

WinPcap 4. 1.3 has been installed on your computer.

Click Finish to dose this wizard.

= Wireshark comes bundled with the latest version of Npcap, so If Wireshark is

installed on the machine, this step can be skipped.
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Redistributables for Linux system

Installing .NET
1- Modern Linux machines that support package managers can simply run the

command
sudo apt-get install -y dotnet-runtime-6.0

S sudo apt-get install -y dotnet-runtime-6.0

2- Wait for the |nstaIIat|on to be done/completed. The result should look like this

[+

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages were automatically installed and are no longer required:
aspnetcore-targeting-pack-6.8 dotnet-apphost-pack-6.0 dotnet-targeting-pack-6.0

Use 'sudo apt autoremove' to remove them.

The following NEW packages will be installed:

dotnet-runtime-6.0

© upgraded, 1 newly installed, © to remove and 5 not upgraded.

Need to get © B/22,6 MB of archives.

IAfter this operation, 70,0 MB of additional disk space will be used.
Selecting previously unselected package dotnet-runtime-6.0.

(Reading database ... 245640 files and dlre(torles currently installed.)
Preparing to unpack .../dotnet-runtime ©_6.0.5-1_amd64.deb ...
Unpacking dotnet-runtme 6.0 (6.0.5-1)

Setting up dotnet-runtime-6.0 (6.0.5-1

Note:

If this doesn’t work on your machine, you can check this page for your machine
installation: https://docs.microsoft.com/en-
us/dotnet/core/install/linux?WT.mc_id=dotnet-35129-website
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Installing CodeMeter
1- Download CodeMeter User Runtime for Linux from
https://www.wibu.com/support/user/user-software.html
2- Open aterminal in the folder where the runtime file is

Gt Home Downloads ~

™
) Recent ’

m|
* Starred codemeter
{3t Home 7.40.4990...
[ Desktop

[5 Documents

{ Downloads

" New Folder
11 Music
[&] Pictures Select All
£ Videos Properties

Openin Terminal
% Trash

(=] 34MBVolume &

[ 65MBVolume &

+ Other Locations

3- Run the following command
sudo dpkg -i runtime_file_name.deb

7 ~fDownloads

fTtt Tt T T o ~fDownloads Q

5 sudo dpkg -i codemeter_7.40.4990.500_amd64.deb

do] password f
ot

rrently installed.)

After installing CodeMeter, an ANDi-tool-license and a USB-dongle are needed. Both are
provided by Technica Engineering. The license is fixed to the dongle. The dongle needs to be
plugged into the machine before working with ANDi SDK.

For license related inquiries, this email: support@technica-engineering.de is available from
Technica Engineering.

Installing Libpcap

Officially, ANDi SDK needs Libpcap on Linux to run properly.
The Libpcap can be installed using the following command line:

sudo apt-get install libpcap-dev
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ANDi SDK installation
ANDi SDK can be installed this way:

From PyPi Server
Using the following command line:

pip install andisdk

From File

Download the pip package (.whl) from Technica public FTP server, Then using the following
command line:

pip install path_to_whl_file

ANDi SDK update

From PyPi Server
If ANDi SDK is already installed, an upgrade is possible using the following command

pip install --upgrade andisdk
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User Manual
ANDi SDK or the needed packages from it can be imported directly in python scripts.

from andisdk import load_project

import andisdk

from andisdk import message builder, andi
ANDi SDK APl is available after the appropriate imports.

= When using IDEs that are compatible with python autocomplete, ANDi SDK provides
autocomplete and type hinting capabilities.

= In Linux, several ANDi SDK features (for example, adapters) require admin privileges.

= Script execution will stop if a valid ANDi license is not detected.

ANDi SDK uses python logging module to log the messages happening in ANDi
functionalities. Logging configured to log to a file using the function basicConfig
import logging

logging.basicConfig(filename="1og output file.txt", filemode="w")

For a better and richer logging experience, rich logging handler can be used as a logging
handler

This is done by installing rich python module using the command
pip install rich

And then logging is configured to use the rich handler
import logging
from rich.logging import RichHandler

FORMAT = "

logging.basicConfig(
level="NOTSET", format=FORMAT, datefmt="[%X]", handlers=[RichHandler()]

This will give logging a look similar to this:
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Server starting...
Listening on http:
GET /index.html 200 1298
GET /backl.jpg 200 54386
GET /styles.css 200 54386
GET /favicon.ico 404 242
JSONRPC request
S > : : 'confirmFruitP

ora 1.1231, “did': "
<— { 2 ’ True, :
Unable to find ' o' in database!
POST 200 65532
POST 401 42234
password was rejected for admin site.
An error of some kind occurred!
Traceback (most recent call last):

File "/Users/willmcgt / acts
<module>

1/0

ZeroDivisionError: division by zero
Out of memory!
Server exited with code=-1

y", line 87, in
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Scripts samples

Creating and sending an UDP message

from andisdk import load project
import sys
api = load_project("empty_project.atp")

adapters = api.andi.get_adapters()

if (len(adapters) <= 0):
print(“No adapters found, stopping script"”)
sys.exit()

adapter = adapters[9]

print("using adapter " + adapter.id + " to send udp message")
channel = api.andi.create channel("Ethernet")

message = api.message builder.create udp message(channel, channel)

message.payload = tuple([0x01, 02, 03, 041])
message.udp_header.port_source = 1234

print(“sending udp message with payload " + str([x for x in message.payload]))
message.send()

Script version without a project (starting from version 0.0.11)
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from andisdk import message_builder, andi
import sys

adapters = andi.get_adapters()

if (len(adapters) <= 0):
print("No adapters found, stopping script")
sys.exit()

adapter = adapters[0]

print("using adapter + adapter.id + " to send udp message")
channel = andi.create_channel("Ethernet™)

message = message builder.create udp message(channel, channel)

message.payload = tuple([0x01, 02, 03, 041])
message.udp_header.port_source = 1234

print("sending udp message with payload " + str([x for x in message.payload]))
message.send()
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Creating and sending SOME/IP message with database
from andisdk import load_project

import sys

api = load project("empty project.atp")

api.andi.get_adapters()
api.andi.load_database("someip database.xml™)

if (len(adapters) <= 0):
print("No adapters found, stopping script")
sys.exit()

adapter = adapters[9]

print(“"using adapter " + adapter.id + " to send udp message")
= api.andi.create_channel("Ethernet")
= api.message builder.create_someip message(channel, channel)
.data_base = database
.someip_header.service_identifier = 6xbo1l1l
.someip_header.method_identifier = 0x000e
.set_input_param("statusReceiptRequestInstrument", 2)
.send()

andi.get_adapters()
andi.load_database("someip_database.xml™)

if (len(adapters) <= 0):
print("No adapters found, stopping script")
sys.exit()

adapter = adapters[0]

print("using adapter " + adapter.id + " to send udp message")
= andi.create_channel("Ethernet")
= message builder.create someip message(channel, channel)
.data_base = database
.someip header.service identifier = 0xb0o1ll
.someip_header.method identifier = 0x000e
.set_input param("statusReceiptRequestInstrument™, 2)
.send()
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